Towards a General Definition Of Trust and its Application to Openness in MAS by Müller, Guillaume et al.
Towards a General Definition Of Trust and its Application








Dpt SMA/SIMMO, ENS of Mines of Saint-Etienne




ﬀﬁﬃﬂ !"#"ﬃ$"% !&'"ﬃ &("%
)+*-,.ﬀ/,01/	




























/U&- /'ﬁ\ ﬀ*5&-C*S"% ﬀ1ﬁﬃ$6R*-)D],E*5^
*!1"%-ﬁ4
1"ﬃ ﬀ1
 +/	1*5/1/5?9_5IJﬀ JI,<*!1/X*5 ﬀ2ﬂﬀ*-ﬁﬃ`*,.S- 	











ﬂ5c*-,X1*-ﬂ/= B La6A*)D=S-)5(ﬂ:/*5ﬂﬁﬃ+"ﬃ ﬀ	
L'-1/"ﬃ*5 ﬀ2
"%L?edf9"%3*5D;D"ﬃ*5X>IQ"#,gS*51*5b*-,U- 











/ ﬀL2 +ﬀ21"ﬃ;TLI4ﬀ$"#9ﬀ*!X *Xﬂﬀ;T/ Dﬀ*-ﬀ/
ﬂ

























dP"%7ﬁﬃﬁﬃ2U1*-ﬂﬁﬃ/KX1*5 ﬀ1ﬂP- 3 *O1*- 
 ﬀ
47!/4: 
Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.
AAMAS ’03 Melbourne, Australia





















"ﬃ 1/"#f!Iﬀﬀ*5 ﬀa!ID1*- ﬀHﬀ ﬀ15IDﬂ'"ﬃ*5 I
L	
1"ﬃf!IDﬀ/ﬂ: ﬀ-"ﬃﬁﬃ"#a!ITD-ﬁﬃ"#a!IDﬂ: ﬀ ﬀ15I!ﬀ 1/
'"ﬃ Df!I5"ﬃ
):I














Mﬁ%>&52ﬂ- /ﬁ7*-,./H ﬀ"#"%*- O&5ﬀ/M,0*5
















1/"ﬃ*5 -qg&5/ /'ﬁ,0'/6A*)C!C"%"ﬃ 	
&5ﬀ"ﬃ
"ﬃ &$]ﬀ"#G@/ !R-1/*A"ﬃ (
/;T/'-ﬁ
"ﬃ"ﬃ*5 ﬀIﬁ%5ﬀ"ﬃ ﬀ&X*
AHﬂ$"% X/H ﬀ"% ﬀ&.,<*-SﬁﬃﬁﬃU

















*-ﬁﬃﬀ"ﬃ*5 3*-,ﬀQ*-ﬂ:  ﬀ
7ﬂﬀ*-ﬁﬃCI"#7

&5/ /"ﬃ1b *-&5s*Vﬁﬃﬁ%*6*+*DﬁP*-L91*- 1/ﬂﬀ3-3,0*5ﬀ 
"ﬃ s
*!1"%-ﬁ.





1. GLOBAL OVERVIEW OF TRUST
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Trust /   = eval(inputs)
Evaluator
eval
Trust /   = eval(inputs)
Evaluator
eval



























































































































"ﬃ1/"ﬃ*- M*-,4ﬂ'"ﬃ*5 C- (1*5ﬀﬁE=ﬀ C:






h*X,t>UAﬂ'"ﬃ*5 ("ﬃg1/*5 1// @IDO
 ﬀ/8*,\]"ﬃ ﬀ,<*
	











 Asq tSe3n$d j3ji m1dk}$eKbTe3t ~0n68"ﬃﬁﬃﬁ::]/H ﬀ2Q.ﬂﬀﬀ'>	









































































































"#fﬀV*,]ﬀbﬂﬀﬀ'>"%*- eﬀ*5ﬀ&5e"ﬃ3)"ﬃ *,g*;5/ﬁ%-ﬂﬂﬀ"ﬃ &+"% 
LJ*,ﬀﬀ /*>;T/
	Y'>"% ﬀ&.- O ﬀ/>*;5/
	;5ﬁﬃ"ﬃ*- kt /
	
'>"ﬃ &U- J,</6ﬂ:*-ﬂﬁﬃA&-"%;5Q'"ﬃ ﬀ&54-:*-ﬀ\ﬀA \>&5/I-68"ﬃﬁﬃ
ﬀ /










































ﬀA;--ﬁﬃ]ktﬁ%"ﬃ ﬀ)ﬁE:ﬁﬃ(wqL?7 AAP;--ﬁﬃ>*-I-68"ﬃ1L3 ﬀ\"ﬃ ﬀ,0*-
	
























"ﬃﬂ:/bktﬁﬃ"ﬃ )sw>qLIJ68"ﬃ1'JIJ"% +ﬀ IJS+ﬁ%
*=ﬂ@>5I
 =










S>"ﬃ*5 JIﬀ."ﬃ ﬀ,0*-S>"%*- C"ﬃ] ﬀ*-]-ﬁ#6Ag*-,\ﬀ-)D"ﬃ 













/ 1.*,ﬀ]'&-/LqR*-.,E*5 $ﬂ'"ﬃ*5 (*5 ﬀ9kt"#,\"#g-ﬁ#6A."ﬃ








'"ﬃ*- J?R A/XX"ﬃG@L !8)"ﬃ ﬀ8*-,71/*5 "ﬃ*- $,4"#,7
"ﬃ ﬀ,0*-S"ﬃ*- +"ﬃU9




































1/*5 "ﬃ*- =*-,4ﬂﬀﬀ'>"%*- C"ﬃO2
&5$1*- D'"ﬃ "ﬃ &





-&-&-&5+;--ﬁﬃ>"%*- ?h"ﬃ 1Vf(ﬀ"%C *O*5ﬀ
/;TCﬀ3"#	
























2.4 Reasoning on Trust
 *1*5ﬂﬀﬀ(
ﬀ





ﬀgkY- S-&- !R1- 2

- ﬀ*-ﬀ/LmDp] bﬀ"#'S*- g,<*-.ﬀ]gﬀ"ﬃ &!qLI!6RU ﬀ
M
/3*-,];5ﬁ%ﬀ?Vda sﬀS-6.!IP- &5 !31- ﬀ"ﬃ
ﬀ2




















 !3ﬀ,t-1L2>2 -&5/ D99 *+"ﬃ/1/9LKﬀﬂ:L	
"ﬃ 1/268"ﬃ \>&5/IJsf ﬀ) ﬀ*68 C;--ﬁﬃ91- :
@?




- ﬀ ﬁﬃO*2//"ﬃ O"#,7dR1- =
ﬀ8"#]*g *-?
 A7ﬂ
 !'"ﬃ*- X"ﬃ@ 1/*5ﬂU"ﬃ z 	w5Iﬃw/|aﬀ )D *68 I
- IHﬀI-ﬁﬃﬁﬃ*>68J*8ﬀ"ﬃ"ﬃ &5ﬀ"ﬃ




7	f1/*5/1"%ﬁ.*DﬀﬁOz#wﬀIUw|8"ﬃ"ﬃ"% ﬀ1/"ﬃ*5 "%9 *-2'-	
ﬁﬃ"ﬃ
q2@














ﬂ:/1"%-ﬁ\;--ﬁﬃMf ﬀ) ﬀ*68 











"%1/ﬁ%Vf )D ﬀ*>68 ﬀ(;--ﬁﬃﬀ368"ﬃﬁﬃﬁQ:





g;5ﬁﬃ$ﬀ/ﬂ: g*- = Dﬀ9:/8*,7'"ﬃ &-
- (
ﬀ*5ﬁ%=ﬂ*5-ﬁ#(ﬀ/ﬂ: b*5 =ﬀ"#gﬀ;D"%"ﬃ*5 k
zﬃw>|0qA*!*ﬀ?
3. TRUSTY OPEN MULTI-AGENT SYSTEMS
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Representation
of others









































1. presentation and advice (A advices to D
2. presentation, advice (C claims that it is
to contact C for x)
the only agent that can do x) and lie
3. negative recommendation (A updates
detection (D knows that it is false)
its witness−reputation about C with the
trust of D about C)
4. negative recommendation (B updates
its neighbor−reputation about C with the
witness−reputation of A about C)
SCENARIO




f ﬀ) ﬀ*68 =;--ﬁﬃﬀ9*M= ﬀ&T>"%;52;5ﬁﬃ *!$ *3:/ﬁ%"ﬃ;5
ﬀ85;"ﬃ1-?
Ł
&5/ D  ﬁﬃ
*ﬂﬀ*5ﬂ-&5P"ﬃQ"ﬃ ,<*-S>"ﬃ*5 2*Uﬀ
&5 !g"#8) ﬀ*68$, 7   {X?
_O68"ﬃﬁ%ﬁJ *6,<*!1ﬀ]*- M-&- !L7M?
Ł
.HﬀI07 *- ﬁ#(5 a 	
)D ﬀ*>68 ﬀ.;5ﬁﬃ,<*-"#
ﬀI68"ﬃ ﬀ










*!8 *8:ﬁﬃ"%/;T$- !*-;1O 85ﬀ;D"ﬃ1$ ('>
8-&5-"ﬃ M*-ﬀ/
ﬂ






"ﬃ ,<*-S>"ﬃ*5 9*]ﬂ@>A"#7*68 2 "ﬃ&-:*
	Yﬂ'"ﬃ*5 9-:*5 ;S?








c- ﬀﬂ@>?  -ﬁﬃ w







f ﬀ) ﬀ*68  ;5ﬁ%ﬀﬀﬀC-ﬁﬃ
*iﬀ"#r1/ﬁ#aZ* "ﬃ !/ﬂﬀ/="ﬃ
;--ﬁﬃﬀs"ﬃ ji1"ﬃ
















ﬂﬀﬀ'>"%*- =*/^R*5 ﬀHﬀ ﬀ1>qR
ﬀ*5ﬁ%b:
')T VO2 D/"ﬃ1"ﬃ ﬂﬀﬀg*-,4ﬀ31"ﬃ

















Q68ﬀ Xﬀ/A>Q,0/6 -&- !
*O"ﬃ !
*Dﬀﬀ1A*ﬀI5 *&5 !46A*-ﬁ%9 !/7ﬀ.ﬀ/CI5
*Uﬀ.	
N6A*5ﬀﬁ%( *.:O (*-ﬂ: b*5 -I68ﬀ"ﬃ1Lb"ﬃ.1/"#"%1-ﬁ@"ﬃ (*-ﬀ.1
5?
df("ﬃ=/ c- c*5ﬀﬁ%"ﬃ&5"ﬃ*5 c* ﬀ"ﬃ"ﬃ &5ﬀ"ﬃ





/ﬂﬀ'>"ﬃ*5 S*-^R*- ﬀHﬀ ﬀ1O 2
-ﬀ
 1/*-,8)D *68ﬁﬃﬀ&-Mkt*-Xﬁﬃ*6ﬁﬃ"%-ﬀ"ﬃﬁ%"#fs*-,Rﬁﬃ;TﬁP;--ﬁﬃ>q
























hhﬀh&O 5~U"ﬃ SA>1ﬁﬃ*5 $-:*5Q/ﬂﬀ'>"ﬃ*5 






















 ^    ﬀk	^]I C4q




  ^ k q  
	/k	^]I C7q
aIb ik|Sd@ a 	odFj3r"d n$bTcDtS~]cmdcmd*jKd*nﬁeKdkj :tSeM	(eM	od E~Kj$d |dq 	odcmd C tjeM	$d bTiktS|tSe.u eK~ jKd*n jzbjol$trd*j6tnzeM	odF~T=d*nn$d j3j
cmd*r~ d*n jobTeKtS~0n cm~ﬁrd*j3j?bn j eM	odYtnok}$e3j r"~ d h cm~ eM	od 	tjKeﬃ~cmu]~htn&eKcm~ej}rYtn$B]tn&eKdcmbreKtS~0nj
/ ;D"ﬃ-&-]*$














































*!1"%-ﬁ7ﬁ%"ﬃ*- :/f6A Mﬀ9&5 !
*=ﬀ/L"% ﬀX68ﬀ"ﬃ1L-&5/ DU1- :3_B"# /

? Aﬀ"%)D"ﬃ M*,




















































/;T/I7ﬀ*g *-4ﬂ;T !*5ﬀ\&5 ﬀ/'-ﬁD,0'/6A*)O*]ﬂ
 !


























ﬀ"ﬃ &M"#91*5*- e/Kﬂ:/"ﬃ 1-?sda R&O 
CI-"ﬃ7'"ﬃ &1- 2:A,0*5 9"ﬃ 9R1*-























 !PSaﬀ )D *68 ﬀ'5I











"ﬃ =ﬀO*5ﬂ:/  /
gﬂ*5ﬀﬁ%/bqL?














































































*!1"ﬃ/ai-  S *b-ﬂﬂﬀﬁ# *+






ﬁﬃ8SS *]:]O*-]Lr1"ﬃ !8*5 ﬀ8"%g*581-
-?







1*-/1Q- 3h*!1/"EﬁhD1"ﬃ 1/\\>;5R: Xﬀ"ﬃ/ﬀﬂﬀL	

 !@?S}= D68ﬀ"ﬃﬁ%-I7-6R21ﬁ%-"ﬃ`>"ﬃ*Dﬀ/ﬁ7"%&- L'-ﬁ





*-,2-&- !V- B*5ﬁﬃI$"#C6R*5ﬀﬁE:ﬁﬃﬁﬃ"ﬃ !/"ﬃ &* L	























































9"%  e*-L- s






































      da !/ L   









"# k  

  q





aIb ik|Sd ceMd*9MbueiW|t d
	ﬁu$jKeKd <j?cmdcmd jKd*n&eKdkj@:tSe
	tn\eM	odEBd*nodcmb| h	cDb  dHM~Tc  PaQ	od Ytno}oe3j]r"~ d h cm~ objKe:eKcmbnoji
bTre3tS~nj Ji=~}oB3	&e bTn b cme3trY|Sd]eK~ 
zC tjeM	od bTiktS|tSe.u eK~zik}ou

















ﬁﬃ1LS-&- !968"ﬃ1' *-ﬂ"ﬃ "ﬃ*- 
> 68"ﬃﬁﬃﬁ')TU1>*-,f?Qdf IDﬁﬃ/3O 8
ﬂﬀﬂ:*5
Uﬀ/U"ﬃ8*5 ﬀO&5 !
-ﬂﬀ*	a&5 !=@C $ﬀ.&5 !451/*5 ﬀ	f&5 !=@Cﬀ?-df,A&*5ﬂ
*,\ﬀ/U"ﬃ8"% b1ﬁﬃ*5







? 5-ﬁﬃ1*- 5?H4"ﬃ ﬀ1"ﬃﬂﬁﬃg*-,\
ﬀ8"% 
S-K, ^R*-&5 ﬀ"ﬃ"ﬃ;TX *-3!I
*!1"%-ﬁJ"ﬃﬂ:*-
'- ﬀ15I- 
! D"#H1"ﬃ*5 ?df I
ml'ppWV"<n"3mﬁﬀ ﬂﬃ5Iﬂ&5
y5! yxI\wx5x5{D?






"ﬃ ﬀ,0*-S"ﬃ*- =1' *-ﬁﬃ*5&-!?
!
















 ﬁ#ﬀW/"% ﬀ&3ﬀ1*5 ﬀ*5"ﬃ1O/r21"ﬃ 1/(*-,

















ﬂ:1/"ﬃH1"ﬃ*- M- C- -ﬁ#
"%8,<*


















z {>|r3? JﬀS  J?8L o--nV08m"yRp'?NM5*- =_B"ﬃﬁﬃ/=- (
*5 ﬀI
wx5y-xD?




































 -oYm-n VY-n V!pL]ODo<WpSp
P*






























1VI~D?ﬃw,  e -DIJ--TD?
D
ﬂﬁ, >6.6.6? 1C? *-&q>
"ﬃ&51*-J/K1' &5/.;T*	















ﬂ"#/g1*- ﬀH: 1L8 &5-&5LUﬀ 
ﬁ%"ﬃ*5 Vﬀ- .ﬁﬃﬁﬃ*5 ﬀ&2/;T1Uﬁ%/]"ﬃ !/ >X5I@55D?
D
ﬂﬁ, ﬂ:L
















"ﬃﬀbﬂﬀﬀ'"ﬃ*- CS- -&5/ !?Dda I
ml'ppWV"<nq"9mQ
i o8'nofp'n0-oYmn0
ajDmD<noPm-n3p
pLn:l'p9m-nDom-nm"m"
 !pLnoAn0V0*
 o_7_=!pLnoﬁgO"ofpM'Iﬂ&5gﬂ&5
-x e D~-w5IJ55D?
z DwL|

?Nk@-1'>"EDI
Ł
?:}=*-)--I-  H\?:}C?&^R*-ﬁ%ﬁ%:*-'"ﬃ;T
ﬂ'"ﬃ*5 C/1L- "ﬃ
A"ﬃ C/ﬁ%/1/
*5 ﬀ"%1S>)T/8ﬂﬀﬁE1?da 
-mlLppWV"<nq"3mOoSRp1.Q5n0V0l"y "S&'nﬀofpLn-oYm-n

Pm-n3p
pLn:l'p9m-nAgO"ofpm:lﬃpLnl'p'Iwx5x-x?
